MNMPUJIOXEHHUE Ne 7

K IIPU3A3Y MAOY «COII Ne 2»

«OB YTBEPXKAEHUU NOJIUTUKHN
OBPABOTKHA NEPCOHAJIBHBIX JIAHHBIX»
OT 03.10.2023 Ne 390

HNHCTPYKIUA ITOJIB3OBATEJIA
ITIO PABOTE C IEPCOHAJIBHBIMU JTAHHBIMU

1. O0mue noJI0KeHH.

1.1. Hacrosmas MHCTpyKIms ompenenser oomme npaBuia padotsl coTpyaaukoB MAOY «Cpennss
oOmieoOpa3zoBaresnbHas mkoiaa Ne 2y ¢ nepcoHanbHbIMU JaHHBIMU (anee Opranusanus).

1.2. IlepcoHasibHBIE AaHHBIE B DJCKTPOHHOM BHJIE 00pabareiBaeTcsi B MH(OPMAIIMOHHBIX CHUCTEMax
NEPCOHATBHBIX JaHHBIX. TakKe YCTaHABIUBACTCA OCOOBI MOPAIOK OOpabOTKM W XpaHEHHUs
MEPCOHANBHBIX JAHHBIX, COAEPIKAIIUXCS Ha OYMa)KHBIX HOCUTEIISIX.

1.3. Tlonbp3oBaTeneM sBisieTCA Kaxablil coTpyaHuk OpraHu3aluu, y4acTBYIOIIMNA B pamMKax CBOMX
(byHKIMOHATBHBIX 0053aHHOCTEH B IpoIieccax Kak aBTOMaTH3UPOBAHHOM 00pabOTKH, Tak U 00pabOTKH
0e3 MCMOIB30BaHUSI CPEJCTB aBTOMATH3AIMK TEPCOHAIBHBIX JAHHBIX, 4 TAKXKe UMEIOIIUH JOCTYI K
anmnapaTHBIM CpEACTBaM, IPOrpaMMHOMY OOECIeUeHHUIO, HOCHTENsIM HH(OpMaluu H CpeacTBam
3aIUTHI.

1.4. Tlonb3oBarens B cCBoeil pabore 3akoHOAAaTeNbHBIMM akTamMu Poccuiickoit ®denepanui,
PYKOBOJCTBYeTCS ~ HacTtosimied  MHCTpykumeid, W  JApyrMMH  BHYTPEHHUMH  JOKYMEHTaMH,
perIaMeHTHPYIOIINE MOPAI0K 00pabOTKH MEPCOHATBHBIX JaHHBIX.

1.5. Metoauyeckoe pykoBoAcTBO Mo pabore I[lonp3oBaTens OCYIIECTBIISET OTBETCTBEHHBIN 3a
OopraHu3aiuo 00pabOTKH MEPCOHATBHBIX JaHHBIX.

2. TepMHUHBI U ONIpe/ieJIeHNS.

2.1. TIlepconanpHble HaHHBIE - J00as HHPOpPMAINMs, OTHOCAMIASCS K MPAMO HIM KOCBEHHO
OTIpeIeIEHHOMY, UJTU OofpeesieMoMy GU3NYECKOMY JIHIY (CYObEKTY MepCOHABHBIX JaHHbBIX ).

2.2. O6paboTKa MEePCOHATBHBIX JAHHBIX - JI000E JelicTBHE (ONepanus) WIA COBOKYITHOCTh JICHCTBHIMA
(omeparuii), cCoBepIIaeMbIX C HCMOIH30BAHUEM CPEJICTB ABTOMATH3AIMH WIIH 0€3 HCITOB30BAHUS TAKHX
CPEICTB C TEPCOHAIBHBIMU JaHHBIMU, BKJIIOYas cOOp, 3amuch, CHUCTEMAaTH3allMI0, HAKOIUICHHE,
XpaHeHHe, yTouHeHHe (OOHOBJEHHE, W3MEHEHHUE), U3BJICUEHHe, HCIOJIb30BaHUe, Iepeaady
(pactipocTpaHeHue, TIpeAOCTaBlIeHHUE, JOCTYM), O0Oe3Iu4nBaHuEe, OJOKMpOBaHUE, YIAJICHHE,
YHUYTOKCHUE TIEPCOHAIBHBIX TaHHBIX.

2.3. ABTomMaTu3MpOBaHHAs 00pabOTKa MEPCOHATBHBIX JAaHHBIX - 00pa00TKa MEPCOHATBHBIX JAHHBIX C
MIOMOILBIO CPEJICTB BBIUUCIUTEILHOW TEXHUKH.

2.4. PacnpocTpaHeHHE MEPCOHANBHBIX JAHHBIX - JICWCTBHSA, HAIIPaBJICHHBIE Ha PAaCKpBITHE
IIEPCOHAJIBHBIX JTAHHBIX HEONIPEAECICHHOMY KpYTY JIMII.
2.5. [IlpemocraBieHHME MEPCOHAIbHBIX JIAHHBIX - JEHCTBHS, HaIlpaBIE€HHbIE Ha PACKPBITHE

MIEPCOHAJIBHBIX JaHHBIX ONPEIEICHHOMY JIMILY WIH OIPEAEIIEHHOMY KPYTy JIHUL.
2.6. Undopmarmonnas cuctema nepcoHanbHbIx AaHHbIX (MCIIIH) - COBOKYITHOCTh colepKaluxcs B
0a3ax JaHHBIX IEPCOHAJIBHBIX JAHHBIX U OOECHeuMBaIOIIUX HX 00paboTKy HH(POPMAIIMOHHBIX
TEXHOJIOTUI U TEXHUUYECKUX CPEJCTB.

2.7. AmromarusupoBaHHoe pabouee Mecto (APM) — mporpaMMHO - TEXHMYECKUW KOMILIEKC,
nocpesicTBOM Kotoporo ITosp30Baresns BHIMONHAET CBOHM JOJKHOCTHBIE 00SI3aHHOCTH (TI€pCOHATBHBIN
KOMIIBIOTEP, HOYTOYK, TEPMHUHAI U T.I1.).

2.8. HecanknuonupoBanubiii goctyn (HCJ) - nmoctyn k uHbopmanuu, HapylIaoIIWid IpaBuiia
pasrpaHUyeHMs] JOCTyNa C HCIOJBb30BAHUEM IUTAaTHBIX CPEACTB, NPEAOCTaBISEMBIX CpEICTBAMU
BBIYHCIIUTEIBbHON TEXHUKU WM aBTOMATU3UPOBAaHHBIMU CUCTEMaMH.



2.9. IlocTOpoHHUE JIMLIA - JIULIA, KOTOPbIE HE UMEIOT IPaBa CaMOCTOATEIBLHOTO JJOCTYIA B IOMELEHUE U
(w) He uMmeroT mpaBa camocrtostenbHoro gocryna B MCIIJJH m (wiM) HE HMMEIOT AOMyCKa K
NEPCOHAIBHBIM JJAHHBIM.

2.10. CpenctBo 3ammuThl MH(MOpMAIUU OT HecaHKIMoHupoBaHnHoro poctyna (C3M or HCIH) -
IIPOrPaMMHOE, TEXHUYECKOE WJIM IPOrpPaMMHO-TEXHHYECKOE CpPEJICTBO, HAINpPaBICHHOE Ha
MPEJOTBPAICHUE UM CYIIECTBEHHOE 3aTPyIHEHHE HECAaHKIIMOHUPOBAHHOTO JIOCTYIAa K HH(POPMALIUH.
3. O0s13aHHOCTH 110JIL30BATEJIA.

3.1. He pasriamare nepcoHajibHble JaHHbIE, KOTOpbIE OyIyT TOBEPEHbI WM CTaHYT U3BECTHBI B XOJ€
pabouero nporecca BO BpeMsl BBIITIOJHEHUS JOKHOCTHBIX (JOrOBOPHBIX) 00513aHHOCTEH.

3.2. He cooOmare ycTHO MM MHCBMEHHO, HE MEpeaBaTh B KaKOM-THOO BHJIE TPETHUM JIUIAM U HE
packpbiBaTh MyOJIMYHO MEPCOHAIBHBIC JAaHHBIE 0€3 COOTBETCTBYIOLIETO pAa3pEIICHUs AUPEKTOpa
Opranuzanuu.

3.3. 3HaTh W BBINOJHATH TPEOOBAHMS 3aKOHOJATEIBHBIX aKTOB Poccuiickort deneparuu, HaCTOSIICH
WHCTpyKIMM M JAPYIMX BHYTPEHHHUX JOKYMEHTOB, PErJIAMEHTHPYIOUMX MOPAI0K 00paboTKu
[IEPCOHANIbHBIX JTaHHBIX.

3.4. Bpmonuate Ha APM TOnbko Te mpouenypbl 0OpabOTKM NEPCOHAIBHBIX JAHHBIX, KOTOpPbIE
OIpeJesIeHbl JOKHOCTHOW MHCTPYKLIUEH.

3.5. 3HaTh W COONIONATH YCTAHOBIICHHBIE TPEOOBAaHUS OOpPAOOTKH IMEPCOHATIBHBIX JAHHBIX, YYETY,
XpaHEHHI0O W TIEPECBUIKE HOCHTENed HHGOpMaIu, 00eCrneueHHI0 OE30MaCHOCTH IEePCOHAIBHBIX
JIAHHBIX.

3.6. Mcnonb30BaTh A XpaHEHUs EPCOHAIBHBIX JAaHHBIX TOJBKO OINpE/IeIEHHbIE MeCTa XPaHEHUs U
YUTEHHBIE HOCUTEIHU NEPCOHAIBHBIX JAHHBIX.

3.7. HezamemmuTensHO, B KpaT4dalllle CpPOKH, COOOMIaTh 00 yTpaTe WJIM HEIOCTaue HOCUTENICH
uHpOpMalNH, YIOCTOBEPEHUH, TPONYCKOB, KIIOYEH OT MOMEIIEHUH, XpaHWInI, cei(oB 1 0 Ipyrux
(akTax, KOTOpbIe MOT'YT IPUBECTU K PA3IIIALICHUIO IEPCOHATIbHBIX JAHHBIX.

3.8. Ilpu npekpameHnn padboT (TPYJOBBIX OTHOLICHWI) BCE MaTepHaIbHBIE HOCHUTENH, COJEpKAIINE
NepCOHANbHBIE AaHHBIE ((Iem-HaKomUTeNu, AUCKEThl, ONTHYECKHE AUCKH, TOKYMEHTHI, YEPHOBUKH,
pacrieyaTtky Ha PUHTEPAx U Ip.), nepeaars aupexropy Opranuzanuu.

3.9. Cobmronate TpeOGOBaHMS MAPOJILHON NOTUTUKH (pazzen 4).

3.10. Cobmtonath TpeOOBaHUSI aHTUBUPYCHOM 3aIUTHI (pa3aen 5).

3.11. ITonp3oBarenu, umeroue Boixo] B IHTepHET, 00s13aHbI COOMI0aTh paBuIIa pH paboTe B CETIX
CBSI3U OOILETo MOJB30BaHMS M (MJIM) CETSIX MEXIyHapOJHOro MH(OpMaIMOHHOIO oOMeHa (paszen 6).
3.12. Tlonp3oBaTenu, paboTarolIMe C 3IEKTPOHHOM MOAMUCHIO WM HCHOJIb3YIOLIME IMH(poBaHue,
o0si3aHbl coOmoAaTh MHCTpyKIMIO MO OOpaIIeHHI0 CO CPEICTBAaMU KPUNTOrpapUuUecKoil 3aIuThl
nH(pOpMaLINH.

3.13. DkpaH MOHHUTOpa B MOMEIIEHUWHU pacroiaraTb BO BpeMs pabOThl TaK, YTOOBI HMCKIIIOYAIach
BO3MOYKHOCTh HECAHKI[MOHUPOBAHHOTO O3HAKOMJIEHHMsI € OToOpaxkaeMoil Ha HHX HH(popMmanuein
MIOCTOPOHHUMHU JIMIIAMH, IITOPbI HA OKOHHBIX MPOEMax JOJKHBI ObITh 3aBELIaHbl (JKAII03U 3aKPBITHI).
3.14. O00 Bcex BBISBICHHBIX HAPYILIEHUSX, CBI3aHHBIX C MOPSAKOM 00paOOTKHU MEPCOHANbHBIX JTaHHBIX,
a TakXke JJIs MOJy4eHHUH KOHCYIbTalMi o BorpocaM 00pabOTKH NePCOHANBHBIX TaHHBIX, HEOOXOJMMO
o0pamarecsi K OTBETCTBEHHOMY 3a OpraHMU3alliio0 00pabOTKH MEPCOHANBHBIX TaHHBIX.

3.15. TIlonp30BarensaM 3anpemaercs:

3.16. Hapymarp ycraHoBiieHHble B OpraHuzaluyd UHCTPYKLUUHU MO paboTe ¢ MEePCOHAIbHBIX JAHHBIX.
3.17. Ucnonp3oBaTh KOMIIOHEHTHl HPOTPAaMMHOTO M ammapatHoro obecredeHuss OpraHuzanuud B
HECITY>KEOHBIX IIETIX.

3.18. OcraBisaTh cBOoe pabouee MecTO 0e3 MPUCMOTpa, MPEIBAPUTEIHLHO HE 3a0JIOKUPOBAB (LITATHBIMU
cpenctBamu onepannoHHoi cucteMbl Windows — xomOuHarmen kiasum [WIN] + [L] unu [CTRL] +
[ALT] + [DEL] ¢ manpHedmMM HakaTueM KHOINKH «BIOKHPOBKa» MOSBHUBIIETOCS MEHIO, JTHOO MpH
ITOMOUIY IITaTHBIX CPEACTB 3aILUTHI



3.19. Uudopmanyu oT HECAaHKLIMOHUPOBAHHOTO AOCTYIA TP UX HAIUYHH).

3.20. OcraBnsaTe 0€3 MPUCMOTpa WM HEYOpaHHBIMH B XpaHwiumia (mkad, ceid) HOCUTENU WU
TOKYMEHTBI, COJIEpKAIIe IEPCOHATIbHBIE TaHHBIE.

3.21. 3anuceiBaTh M XpaHUTh HEPCOHAIbHBIC JAHHbIE HA HEYYTEHHBIX HOCHUTEISX HH(OpMaLuu
(OnTHYECKUX AMCKAX, THOKUX MAarHUTHBIX TUCKaX, (JIEHI - HAKOMUTENAX U T.I1.).

3.22. CaMOBOJIbHO M3MEHSTH COCTaB U KOH(UTYPAIIUIO MUCIOJIb3yEeMBIX HMPOTPAMMHBIX, allapaTHBIX,
IIPOrpaMMHO-aIlIapaTHBIX ~ CPEJICTB, CaMOBOJIBHO YCTAaHABIMBATh IPOrpaMMHOE OOecreueHHe,
OTKJIIOYATh/TIOJIKIIF0YaTh 000PYA0BaHUE WIIM U3MEHSATh PEKUMBI €r0 padoThI.

3.23. CamoBoabHO noakioyate APM unum npyrue cpenctsa, uameHsth [P-agpec, MAC-aapec u unble
HacTpoiiku cetu APM.

3.24. ITpon3BOUTH IEHCTBUS, HAIIPABJICHHbBIE HA [T0JIyY€HNE HECAHKIIMOHUPOBAHHOTO AocTyna kK APM
U cepBepaM, paBHO Kak U JIIOOBIM IpYTUM y3J1aM Wiu MIHTepHeT, B TOM 4HcIe:

o JIEHCTBMS, HAINpPABICHHbIE HA HapyLIEHHME HOPMAIBHOIO (DYHKIMOHUPOBAHMS 3JIEMEHTOB CETH
(KOMITBIOTEPOB, JPYrOro CETEBOr0 000PYAOBAHUS UM IPOrPAMMHOTO 00eCIIeUeHus);

e yCTaHOBKa IMPOrPAaMMHOIO  OOECHEYeHHs, OCYILECTBIIIONIET0  IepexBaT  HHPOpPMALUU
(uH(OPMAIIMOHHBIX [TAKETOB), AJPECOBAHHON JPYTUM I10JIb30BaTEIIAM;

o JICHCTBUS, HAIpaBJICHHbIE HAa IOJY4YEHHUE HECAHKIIMOHMPOBAHHOIO JIOCTyNa K MH(POPMALUOHHBIM
pecypcam, B OCIEYIOIEM HCII0JIb30BAaHUH TaKOrO JOCTYIIA;

o YHHUYTOXCHHE, MOAM(DUKAINS TPOrpaMMHOTO OOECIICYeHHsS WM HaHHBIX 0€3 COTrIacoBaHUS C
JUPEKTOPOM HIIM BJIAJIENIbLIaMU 3TOTO pecypca;

o IOMNBITKM MoaOOpa mapojiel K J0O0bIM HMHGOPMALMOHHBIM pPEecypcaM METOJIOM Iepedopa Bcex
BO3MO>XKHBIX BapUAHTOB apoJIeil, 1100 aTak Mo CI0Baplo;

o YMBIIUJICHHbIE JEMCTBUS 1O CO3JaHHUIO, MCIOJIb30BAaHUIO U PACIPOCTPAHEHHMIO BPEIOHOCHBIX
IporpamMM, B TOM YHCJI€ HAIPaBJICHHbIX Ha MOJydye€HHE HECAaHKLIMOHMPOBAHHOI'O JIOCTYINA K JHOOBIM
MH(GOPMALMOHHBIM U CIIyXeOHBIM pecypcaM, IM00 Ha HapylIeHHE LIETOCTHOCTH U paboTOCIIOCOOHOCTH
3THX CUCTEM,;

o JICHCTBUS 10 CKAaHUPOBAHUIO JIOKAJIBHOW CETHU C LIETBbIO ONpPEAEICHUS €€ BHYTPEHHEH CTPYKTYpBI,
CIIMCKOB OTKPBITBIX MIOPTOB, HAJIMYMS CYLIECTBYIOIINUX CEPBUCOB U YSI3BUMOCTEH.

3.25. CaMOBOJIBHO M3MEHATH MapaMeTpbl CPEICTB 3alIUThl MH(POpMAIUK (B TOM YHUCIE U CPEICTB
AHTUBUPYCHOM 3aIIMTHI), a TAKXKeE 3aBepuIaTh UX padOTy U (UJIM) CAMOCTOSITENIbHO UX YCTaHABIUBATh.
3.26. CamocTosiTeNnbHO pa3pabaTbiBaTh WK UCIOIb30BaTh HEperiaMeHTHpOBaHHbIE (0€3 pa3peleHus
JIUPEKTOpa, HE OTHOCSIIUECS K TPOU3BOACTBEHHOMY IIPOILIECCY) IPOTrpaMMBI.

3.27. Pa3permiaTs NOCTOPOHHHUM JIMLIaM paboTaTh 1oJ cBoei yueTHo# 3anucbio B UCIT/IH.

3.28. IlepecblnaTh NepcoOHAIbHBIE JaHHBIE [T0 KaHAIaM CBSI3U B OTKPBITOM BUJIE, B TOM unciie HTepHer,
1o Tenedony, paxcy, 3EeKTPOHHON MOYTe U T.1I. (03 UCIOIB30BaHUS CPEACTB MU(POBAHUS).

3.29. IlomyuyaTb JOCTYN K TMEPCOHAJIBHBIM JaHHBIM C pPabOYMX MeCT, He OO0OpYIOBaHHBIMU
HEOO0XOAMMBIMU CPEACTBAMU 3aIUThl HH(POPMAIUH.

3.30. CaMOBOJILHO CO37]aBaTh COBMECTHO HCIIOJIb3yEMbIE CETEBBbIE PECYPCHI (TarKH OOIIEro JA0CTYIa)
Ha CBOMX KOMIIBIOTEPAxX U (paiiyIoBBIX cepBepax, HE CAHKIIMOHUPOBAHHO YAAJIATh WM U3MEHSTH IpaBa
JOCTyTIa K HUM.

3.31. B cnyyae BO3HUKHOBEHHs JIOOBIX MEXaHMYECKHMX HEHCIIpaBHOCTEH B 00OpYIOBaHUHU
OCYILIECTBIISTH CAMOCTOSITENIbHBIE MOMBITKA UX YCTPaHEHHUSI.

3.32. IlpensitcTBOBaTh JOKHOCTHBIM JIMI[AM HPU TPOBEACHUM TMPOBEPOK M  CIYKEOHBIX
paccieoBaHui, CBSI3aHHBIX C oOecrieueHrneM 0e30MacHOCTH HH(POPMAIIUH.

3.33. YaanaTh WiIM MCKaXaTb MporpamMmbl U (ailibl ¢ MEepPCOHATBHBIMU JTAHHBIMH M WHOW Ba)KHOM
uHpopmanyel (Hanpumep, CUICTEMHOM, HeoOoxoauMoil s pyHkiuonrnposanus UCITIn).

3.34. VYMBIIUIEHHO HCIIOJIb30BaTh HEAOKYMEHTHUPOBAaHHBIE CBOICTBA M OLIMOKM B MPOTPaMMHOM
o0ecreyeHnn WM B HAacCTPOMKax CpEACTB 3aIUThI, KOTOPbIE MOTYT MPHBECTH K BO3HUKHOBEHHIO
BHeIITaTHOM cutTyaruu. OO0 oOHapyKeHHMM Takoro pojaa OIIMOOK - CTaBUTh B M3BECTHOCTH



PYKOBOIMTENS CBOEr0 MOAPA3AEICHUS U COTPYAHUKOB, OTBETCTBEHHBIX 3a YCTAaHOBKY M (WJIN)
COIIPOBOKACHUE TPOrpaMMHOro obecriedeHus: (AIMUHHCTpaTopa O€30MacHOCTH TEePCOHATBHBIX
JaHHBIX B HMH(QOPMAIMOHHBIX CHCTEMaxX IEpCOHANBHBIX JAHHBIX (Jajnee - aJIMUHHUCTPATOP
0€301aCHOCTH)).

3.35. Ilogkmro4arh JTMYHBIE CPEACTBA BEIUUCIUTEIBHON TEXHUKU: HOYTOYKH, KApMaHHbIE KOMITBIOTEPHI,
CMapTQOHBI U T.II., @ TAKXKE JINYHbIE HOCUTEJIN M HAKONHUTEIN HHPopManuu. B ciaydae HeoOxonumocTu
nepeHoca MHGpopMaIK ¢ JUYHBIX HocuTesael nudopmannu o0pamarbcs K OTBETCTBEHHBIM.

4. IlaposbHas NMOJUTHKA.

4.1. O6mue TpeOoBaHUS K MapOIISIM:

4.1.1. MunumaneHoe TpeboBaHue: OYKBEHHO-ITU(DPOBOI MapoJib.

4.1.2. XXenatenbHO NCIIOIB30BATH OYKBBI B BEPXHEM WIJIM HHXKHEM PETUCTpaXx, HU(PHI WK CIICIHATIbHBIE
cuMBOJIBI (Hampumep: ~! @ #$ % n & * () _-+=|\?/.,:;° [ {}<>.uTI0).

4.1.3. MunumanbpHas AJIMHA M1apoJisi: He MeHee 6 (I1eCTH) CHMBOJIOB.

4.1.4. MakcuManbHbIi cpok feicTBus naposs: 90 CyTok.

4.1.5. 3ampeT UCIoJIb30BaHUs TPEX paHee MUCIOJIb30BaBIINXCS MapoJIeil.

4.1.6. [Tapons [Tonb3oBaTens He AOMKEH BKIIIOYATh B C€0sI JIETKO BHIYUCIISIEMbIE COYETAHHSI CUMBOJIOB,
OOIIETPUHATHIE COKpAIIeHUs, MMEHa, (paMHUIIuu, AOKHOCTH, TOA POXKIEHUS, HOMEp MacIopTa,
TabeIbHBIN HOMEp, HHYI0 nH(popMmarmio o [Tonb30BaTene, JOCTYIHYIO JPYTUM JIUIAM.

4.1.7. 3anpemiaercs UCMOJIb30BATh B KAYECTBE MAPOJIs OJUH M TOT YK€ MOBTOPSIOIIMICS CUMBOJI JIMOO
MOBTOPSIOLIYIOCS KOMOMHAIUIO U3 HECKOJIBKUX CHMBOJIOB.

4.1.8. 3ampemaercss UCHOJb30BaTh B KadyeCcTBE Mapoisi KOMOWHAIMIO CHMBOJIOB, HaOUpaeMbIX B
3aKOHOMEPHOM TOPsIIKE Ha KiaBuarype (Hampumep: 1234567, qwerty u T.11.).

4.2. TIpaBuia nuCHoab30BaHUS TAPOJICH:

4.2.1. XpaHuth B TaiiHe CBOM MapoJib, HE COOOIIATh €T0 APYTUM JIUIIAM.

4.2.2. He npenocraBnate goctyn B UCIIH apyrum nunam mnoj cBoed y4eTHOH 3allMChbi0 U IApOJIEM.
4.2.3. I3MeHATh CBOM MapoJib MPU MEPBOM TPEOOBAHUU TOJUTUKH MAPOJICH ONEPAIIMOHHONW CHCTEMBI
u/uma UCITdH.

4.2.4. Bo BpeMs BBoOJa Mapojieii HEOOXOJUMO HCKIIOYUTH BO3MOXHOCTH €ro IMOJCMAaTPUBAHUS
MOCTOPOHHUMH JIMIIAMU WJIM TEXHUYECKUMHU CPEJCTBAMU (BUICOKAMEPHI U Ip.).

4.2.5. 3anpemiaercs 3anychiBaTh CBOU MapoJid B OYEBHJHBIX MECTaX,BHYTPEHHOCTHU fIMKa CTOJA, Ha
MoHutope APM, Ha 06paTHO cTOpOHE KJIaBUATYPHI U T.A.

4.2.6. 3anperaeTcs XpaHUTh ApOJIM B 3alIMCAHHOM BHJI€ Ha OTJIEJbHBIX JINCTaX Oymar.

4.3. CmeHa, yaaneHue JMYHOoro napois aroooro [Tonb3oBatens mpou3BOIUTCS B CIAEIYIOIUX CIyYasx:
4.3.1. B ciydae mo103peHMsl Ha KOMITPOMETAIUIO TapoJis;

4.3.2. 10 OKOHYAaHUU CPOKa JECHUCTBHUS;

4.3.3. B cimyyae NpekpalleHus MoJHOMOouuil (yBoJIbHEHUE, Tepexo]l Ha Ipyryto padoty) [Tonb3oBarens
rocje OKOHYaHMs MOCJeTHEro ceaHca paboThl B HH(OPMAIIMOHHBIX CUCTEMaX MePCOHATIbHBIX JAHHBIX;
4.3.4. mo yka3aHHIO OTBETCTBEHHOI'O 32 OpraHU3aIiio0 00pabOTKU MEPCOHAIBHBIX JaHHBIX.

4. 4. [1pu yBOJIBHEHHH, IEPEXOIE HA HOBYIO JIOJKHOCTh COTPYAHHUKA, UMEIOIIETO TOCTYI ITOMUMO CBOEH
YUYETHOH 3amucu K JpyruM pecypcaM (MeXCeTeBble SKpaHbl, MapLIPYTH3aTOpPbI, CEpBEPbI, APYyrue
YUYETHBIE 3alMCH U T.I1.) TAKXKE MPOU3BOUTCS BHEIJIAHOBAsI CMEHA MapoJjiei K TaKUM pecypcam.

5. IlpumeHeHHMe JHYHBIX HMIACHTHPUKATOPOB B HMHPOPMAIMOHHONH CHCTEME IEPCOHAJBHBIX
JAHHBIX.

5.1. Ipusssky uaeHTH(UKAaTOpa K MOJIH30BATENIO (YYETHOH 3amucH) BBIMOJIHSET aIMHHUCTPATOP
0€30MacHOCTH.

5.2. ITonp3oBarenu UCII/H mony4aroT cBOM UACHTH(DHUKATOP Y aIMUHUACTPATOpa OE30ITaCHOCTH.

5.3. ITome3oBatens UCIIH 00s13aH XpaHUTh CBOW JIMYHBIN HACHTH(HUKATOP B HEAOCTYITHBIX JUTSI APYTHX
COTPYJHUKOB XPaHWIHIIAX.

5.4. ITonw3oBarento MCII/IH 3anpemaeTcs nepeaaBatb CBOW JIMYHBINA HIEHTU(UKATOP.



5.5. B cinyuae yrepu nm4HOrO uAeHTH(HKaTopa, noib3oBarens MCIIJIH nomkeH HeMeIIeHHO
JOJI0KHUTH 00 3TOM aJAMUHUCTPATOPY 0€30MacHOCTH HH(POPMAITUH.

5.6. B ciywae mpekpaiieHus TOJHOMOYMN ydeTHOW 3ammcu monb3oBarenss WCIIJIa (yBoibHEHHE,
nepexoj Ha Jpyryo paboTy, B ApPYroil OTIeN WIM MOMELIEHHE, a TaKkkKe JApyrue oOCTOATENbCTBA)
ydeTHasl 3aluch JOJDKHA OBITh yaajeHa, a e¢ MISHTU(UKATOP JOJDKEH OBITh ClIaH aIMUHUCTPATOPY
6e3omacHOCTH MH(POPMALIMU TIOCJIE OKOHYAHUS TOCIIEAHEr0 ceanca paboThl JAHHOTO MOJB30BATENS B
NCIIAH.

5.7. B ciiyyae KOMIIpOMETALNHU WU YTEPH JIUYHOTO UIAEHTU(UKATOPA [10JIb30BATENS CIICLUATUCTOM 110
3alMTe MHPOPMALUU JOJDKHBI ObITh HEMEIUIEHHO IpPEeIIpUHATHI MEphl B COOTBETCTBUM € I. 5.7
Hacrosme MacTpykiumu.

5.8. AnmunucTparop 6e3omacHoCTH WHGOOPMAILIUU JOKEH IPOBECTH CITYy:KeOHOE paccieoBaHue s
BBUSICHEHUS! TMPUYMH KOMIIPOMETAllMM HUACHTU(PHUKATOpPA C LEJIbI0 BbIPAOOTKHM HOBBIX WU
COBEPILIECHCTBOBAHMS IPUHATHIX TEXHUYECKUX U OPTaHU3aLMOHHBIX MEp [0 YCTPAHEHHIO TaKOH yrpo3bl
B Oy/ayleMm, a TakKe BBIICHEHUIO BETUYMHBI yliepOa, KOTOPbI MOXKET ObITh HAHECEH COOCTBEHHUKY
WH(OPMALIMOHHBIX PECYPCOB.

6. AHTMBHpPYCHAs 3aIIIUTA.

6.1. B cinyyae OoTCyTCTBUS IUTAaTHBIX (YHKUMH aHTUBUPYCHOM HpPOTrpaMMbl, IpeayCcMaTpUBAIOIINUX
aBTOMATHUYECKYyI0 IpoBepKy ¢aiino, Ilonb3oBaTens 00s513aH OCYLIECTBIATH MPOBEPKY (ailsios,
M10JIy4aeMBIX:

« 110 BJIEKTPOHHOM MOYTE;

« yepe3 ceTb HTepHeT;

+ HA MAarHUTHOM, ONITHYECKOM JHCKE, (IICHI-HAKOUTEIIE;

« THOM Cb€MHOM HOCHUTeNe HH(OPMAIIHH;

« IOJIy4EHHBIE UHBIM CIIOCOOOM.

6.2. Ilepen OTKpBITHEM BIIOKEHUSI (CCBIIIOK) YOSUTHCS B TOM, YTO OTIIPABUTEINb AEHCTBUTEIBHO OCTAI
BaM 3TOT (aiiy1, Ja’ke eCIM OH U JJOJDKEH ObLI 3TO cenatk. [lo3BonuTe emy camu. He noBepsiite nmMeHu
OTIIPaBUTEJIS U yKa3aHHBIM B TEKCTE IMChbMa HOMEPAM TeIE(POHOB, a TAKXKE JINIIaM, IO3BOHUBILIKUM BaM
CaMOCTOSITENILHO C MMPOCHOOI OTKPBITH (PAiiIbl M IPONTH MO CCHUIKAM.

6.3. [Tonp3oBarento 3anperniaercs:

6.3.1. OcymiecTBisATh AEMCTBYS, HallpaBJICHHbIE HAa BBIKIIOYEHUE aHTUBUPYCHON MTPOrpaMMBbl.

6.3.2. CamocrosTenbHO ycTaHaBiuBaTh Ha APM nporpammHoe obecriedeHue.

6.3.3. 3anyckaTh (ailsibl, MOJy4YEeHHBIE TIO CETSIM CBsI3U (JEKTPOHHOM nourte, IHTEpHET), CO ChbeMHBIX
HOCHUTEJIeH, Take eclIi OHM IOJIy4eHbl IIPOBEPEHHOT0 ajpecaTa, 6€3 MpeiBapuTeNbHOM UX MPOBEPKU
AHTUBHUPYCHOU MTPOTPAMMON.

6.3.4. Ilpu BO3HMKHOBEHHUH I0OJ03PEHUS Ha HAJIWYUE KOMIIBIOTEPHOTO BHpyca (HETUIIMYHas padboTa
IIpOrpamm, MosiBJIeHUE TrpapuuecKuX U 3ByKOBBIX 3 (EKTOB, UCKAKEHUN TaHHBIX, IponaiaHue Qaiiios,
4acToe IMOSBJICHUE COOOLIEHUH O CHCTEeMHBIX omMOKax M T.1.) [lonp3oBaTenb caMOCTOSATENBHO WIN
BMECTE€ C OTBETCTBEHHBIM (CHEIMaIMCTOM 10 3aluTe HH(OPMAIH) T0JDKEH MMPOBECTH BHEOUEPETHOM
AHTUBUPYCHBIN KOHTPOJIb CBOETO pabovYero Mecra.

6.4. B ciayyae oOHapyXeHMs NIpU IPOBEJCHUU AHTUBUPYCHOM HPOBEPKH BUPYCHOTO 3apaKeHUs
[Tonp3oBareny 00s3aHbI:

6.4.1. npuocTaHOBUTH paboTYy;

6.4.2. HeMeIJIEHHO TOCTaBUTh B H3BECTHOCTh O (hakTe OOHApYKEHUS BHUPYCHOIO 3apa’KeHUs
oTBeTcTBeHHOMY (CrienuaiucTy no 3amure HHpopMaIum);

6.4.3. COBMECTHO C BIaJeiblIeM 3apak€HHBIX BUPYCOM (aiijloB NMPOBECTH aHAIM3 HEOOXOIUMOCTH
JalbHENIIero UX UCTIOIb30BaHUS;

6.4.4. npoBecTH JIeUeHNE WIH YHUUTOKEHUE 3apa’keHHBIX (ailioB.

7. Hopsinok padorsl B UCIIJAH n cetn UHTEpHET.

7.1. loaxnrouenue k UCIT/Ix u cetu UuTepHeT.



7.1.1. Hensio padots! [lons3oBatens B UCII/In u cetu MHTEpHET siBNIsieTcst cOop, 00paboTka, XpaHeHHE
MEPCOHANBHBIX JTAHHBIX, 0OMEH AJIEKTPOHHBIMU COOOIICHUSMH B CITY’KEOHBIX IIEJISX.

7.1.2. doctyn k UCITJIH u cetu MuTepHer npenocrapisiercs [lonb3oBarensmM TOJIBKO B TOM Ciydae,
€ClIi 3TO HE MPOTHBOPEUUT TpeOOBaHUAM Hacrosuie WHCTpyKuuu M MHBIMA HOPMATUBHBIMU
JOKYMEHTaMH B 00J1aCTH 3aIllIUThI HH(POPMAIIHH.

7.1.3. Jocryn noas3oBarens k MCIT/Ix ans 06paboTKH NepCOHANBHBIX JAHHBIX TPOU3BOJUTCS TOIBKO
¢ pabo4YMX MECT, Ha KOTOPBIX YCTAaHOBJICHBI CPEICTBA 3aIIUTHI HH(OPMALIUH.

7.1.4. OcHoBanueM Jy1s nojkiatoueHus cotpynnrka Opranuzanuu k UCIHI{x u cetn aTepHer sBnsercs
MOTHBHUpPOBaHHAs 3asiBKa OTBETCTBEHHOMY 3a OpTaHM3alMi0 00pabOTKU MEepPCOHANbHBIX JAHHBIX OT
HENOCPEACTBEHHOI0 pykoBoautens llonp3oBaTens ¢ ykazaHHeM IIOJIHOMOYMHM JOCTyNa K TaKUM
pecypcam U cepBHUCaM.

7.1.5. OTBEeTCTBEHHBIM 3a OpraHM3aIi0 OOpabOTKHM TEPCOHAIBHBIX JaHHBIX, JMOO COTPYIHUK,
BBITIOJIHSIIONUH  ero  (ynkmuu, opranusyer mnoxakmrodeHue kK HWCIIAa wmm cetm MuatepHer
ITonp30Bareneil B yCTaHOBIEHHOM IOPSAJIKE, OCYLIECTBIISIET KOHTPOJIb HaJ UCIOJIb30BAaHUEM JAHHBIX
PECYPCOB U CEPBHCOB.

7.1.6. Tlocne BwimonaHeHUs 3amaHus OTBETCTBEHHBIM 3a OpraHMU3aIuio OOpabOTKH IEPCOHAIBHBIX
JAHHBIX COOOIIAET MOJIb30BATENIO BHIIOJIHEHUHN 3aBKU.

7.2. OcHOBaHUEM IS OTKITFOUeHUS mosb3oBatelis o UCII/IH u cetrn UHTEpHET SBISIOTCS CIICTYIOIINE
COOBITHS:

« HAPYIIIEHUE WHCTPYKLUN M WHBIX JIOKAIbHBIX HOPMATHUBHBIX aKTOB B OOJIACTH 3alIUTHl MHPOPMAIIUU
Opranuzanuu;

« yBonpHeHuE [lonbp30oBaTens, 1100 nepeBol €ro B APyroe MnojapasesieHue.

7.3. Ilopsimok paboTsl B cetn MHTEpHET:

7.3.1. Wcnonwp3zoBanue corpyaHukamu Opranuzanuu cetd VHTEpHET JOMMKHO OCYIIECTBISTHCS
UCKITIOYUTENIBHO VISl BBIITOJIHEHUS JOKHOCTHBIX 00sI3aHHOCTEH.

7.3.2. Uadopmanms, odpazoBaHHas (00pa3yromiasics) B IpoIecce TPYAOBOH AEITEILHOCTA COTPYTHUKA
Opranuzanuu sBAsSETCS COOCTBEHHOCTbIO M HE MOJIEKHUT MCIONb30BaHUIO (B TOM 4YHCIIE
UCIOJIb30BaHUI0 B ceTH MHTepHeT uiaM ¢ moMmomibio ceTd VHTepHeT) B NUYHBIX HeNnsiX U (Win) B
KOPBICTHBIX HHTEpECAaX APYTUX JUIl (OpraHu3aiuii).

7.3.3. Ilpu mpoBeIeHUH TEXHUYECKMX pabOT, CBS3aHHBIX C HAacTPOMKONH 00OpynOBaHUS
(kOMMyHUKAIIHOHHOE 00OpYJOBaHHME, TPOKCU-CEPBEPa, MAPIIPYTU3aTOPbl M T.I.); B Clydae
oOHapyKeHHsI TIOTHITOK HeCAaHKIIMOHUPOBAHHOTO AocTymna Kk MuTepHeT-uuo3y, APM Ilons3oBaTeneit
MOJKET POBOJUTHCS BpeMeHHoe oTkItoueHue [lombp3oBareneii ot cepucos cetu MHTepHeT (B citydae
MJIAHOBOTO OTKII0UYeHUS [losib30BaTeNM yBeqOMIISIIOTCS 00 3TOM 3a0J1arOBPEMEHHO).

7.3.4. Bes unpopMalus o pecypcax, NOCeIaeMbIX coTpyaHuKaMu Opranu3aiuy, IpoTOKOIUPYETCS U,
py HEOOXOAMMOCTH, MOKET OBITh MPEAOCTaBICHA PYKOBOIUTENSIM TMOJpa3fefieHuil, a Tak e
pykoBoACTBY Opranu3zanuu s J€TAIbHOTO U3YUEHUS U IPUHATHS PEIIEHUS O Mepax JUCIUILIMHAPHON
OTBETCTBEHHOCTH.

7.4. Ilpu pabore B cetu MuTepHer [lonb3oBarensam 3anpeniaercs:

7.4.1. VYMBIIUIEHHOE paclpoCTpaHEHHWE U IMOJy4eHHe MaTepuasioB B/M3 cetu VIHTepHer,
MPOTUBOpPEUAIINX 3aKOHOJATeNbCTBY Poccuiickoit @enepannu, B TOM YHCIE€ MaTepHUAIIOB,
MpOMAaraHupyoIUX HAaCUINEe MU DKCTPEMHU3M; Ppa3KUTAIOIIUX PACOBYI0, HAlMOHAJIBbHYIO WIH
PEIUTHO3HYI0 BpaX]y; Pa3bsACHSIONIUX MOPSAJOK H3TOTOBJICHUS W/MIU TNPUMEHEHHS HAapKOTHKOB,
B3pPBIBYATHIX BEIIECTB, OPYXKHUS U T. II.; MAaTEpUaATIOB MOPHOTPAPUUECKOT0 XapaKTepa; KOMIbIOTEPHBIX
BHUPYCOB U JIPYTUX BPEAOHOCHBIX MIPOTrpamMM.

7.4.2. IlepenaBath B ceTb HTEpHET MHPOPMAIIHNIO, K KOTOPOW B COOTBETCTBHH C 3aKOHOIATEIILCTBOM
orpaHuYeH JOCTyn (TEpCOHAJbHBIE JaHHBIC, CIyxkeOHas wuHpopmarusi) 0e3 COOTBETCTBYIOIIETO
paspeleHusl.



7.4.3. ®anscupunuponars [P-anpec, MAC-ampec, uHBIE ajapeca, HUCHOJIb3yeMble B CETEBBIX
MIPOTOKOJIAX, a TAKXKE MPOUYI0 HHPOPMALIKIO ITPU Tiepeiade JaHHbIX Yepe3 ceTh MIHTepHeT.

7.4.4. IlpenocTaBiarh JOCTYI B ceTh IHTEpHET CO CBOEH pabouel CTaHIIMKM KOMY-JIH00, B TOM YHCIIE
MIPOrpaMMHO-TEXHUYECKUMH CIIOCO0aMH 4epe3 JIOKAIbHYI0 BBIUHUCIUTENbHYIO ceThb Opranusainuu
(HampuMep: MyTeM HECaHKIMOHMPOBAHHOW YCTAHOBKH JIOKaJdbHOrO MHTepHeT-mum03a Ha pabouee
MECTO);

7.4.5. Tlomyuate pnoctynm K cetd MHTepHeT /mOOBIMH crHoco0amMu, HE MPEAyCMOTPEHHBIMHU
NEHCTBYIOIUMHU  JIOKaNbHBIMH ~ JokyMeHTamu (Muctpykumsmu, IlpaBunamu, Pernamentamu
Opranuzanun).

7.4.6. OcyliecTBIATh HECAHKIIMOHUPOBAHHBIN JIOCTYI K peEcypcaM U cepBHcaM ceTH MIHTepHET.

7.4.7. Bomonusate neictBus (B3noM, DoS (otkaz B oOciyxuBanuu), ARP- spoofing araku,
CKaHUPOBAHHUE JIOKAJIbHOW BBIYUCIUTENLHOM CETH) HAllpaBJICHHbIE HAa HAapYlIeHHE (PYHKINOHUPOBAHUS
3JIeMEeHTOB ceTH HHTepHeT (KOMMYHUKAallMOHHOTO OOOpYIOBaHUS, CEPBEPOB, pPabOUMX CTaHIIMM,
MIPOrPaMMHOTO OOeCTICUeHus).

7.5. IIpaBuna padots! [losib30BarTeneil ¢ IEKTPOHHON TOUTOM:

7.5.1. Tlonmp3oBaTenu 0O0s3aHBl HCIOJIB30BATh AJIEKTPOHHYIO IOYTY TOJBKO [UIsl BBINOJIHEHUS
CITy’>K€OHBIX 00S3aHHOCTEH.

7.5.2. 3ampermaercsi OTIPaBISITh Pailiibl, copepiKamue NePCOHABHBIC TaHHBIC B OTKPBITOM BHJIE (HE
3amu(poBaHHEIE).

7.5.3. 3anperiaercs MaccoBasi pacchbUIKa MOYTOBBIX cooOieHuit (6onee 100) BHeITHUM aapecaTam Oe3
COTJIACOBAHUS C PYKOBOJICTBOM (CIlama).

7.5.4. 3anpemaeTcs UCIOIB30BATh HE CBOW OOPATHBIN a/ipec MPH OTIIPABKE FIEKTPOHHON MOYTHI.

7.5.5. 3ampemiaercs OTHPaBIATh MO AJIEKTPOHHOW IOYTE HUCHOJHSAEMBbIC (ailiibl (OOBIYHO UMEIOT
pacimpenusi exe, com, bat, js, vbs u T.m.). B cnydyae He0oOXOAMMOCTH OTMIpaBKH Takux (haiisos,
MOMEIIATh UX B APXUB U YCTAHOBUTH MAPOJIb.

7.5.6. Ilpucoenunsiemple (hailibl PEKOMEHIYETCS YIIAKOBHIBATH B apXHB IPH MOMOIIM IPOTPAMM-
apXUBaTOPOB.

7.5.7. KopriopaTuBHbIE pEKOMEH/IAIIUU UCTIOIB30BAHUS JIEKTPOHHOM MMOYTHI:

e OKa3bIBAaTh TO K€ YBAXKEHHE, UTO U MPU YCTHOM OOLICHHH.

o IIPOBEPATH MPABOMMCAHME, TPAMMATUKY M JBaXIbl IEPEYUTHIBATH CBOE COOOILIEHUE Mepes
OTIIPaBJICHUEM.

e HE y4YacTBOBaTb B DPACCBUIKE IIOCJIAHUN, NEPECBUIAEMBIX IO LEMOYKE (Yallle BCEro 3TO IHUChbMa
PETUTHO3HO-MUCTUYECKOT 0, Pa3BJIEKATEIbHOTO COIEPIKAHUS).

e II0 COOCTBEHHOM WHHUIMATHBE NEPEChUIaTh IO MPOU3BOJIBHBIM ajJpecaM He3aTpeOOBAHHYIO
nH(pOpMaLIHIO.

e pacchulaTh COOOILEHUS, KOTOPBIE SIBIAIOTCS 3J0BPEIHBIMHU, Pa3Jpa)KarollMMHU WM COJEpKallluMHU
yIpO3bl APYTUM HOJIb30BATENSIM.

 OTIPABJIATH HUKAKUX COOOIEHUI MPOTUBO3aKOHHOTO WJIM HEATUYHOTO COJIEPIKAHMUS.

o TIOMHHUTh, YTO 3JIEKTPOHHOE IOCJIaHUE SABJISETCS SKBUBAJIEHTOM MOYTOBON OTKPBITKU U HE JOJDKHO
UCMOJb30BAaThCS JJIl TMEPEChUIKM MEPCOHAJbHBIX JAHHBIX 0€3 MCIOJIb30BaHMUS CPENICTB 3aLIUThI
(urmdpoBanue).

e HCITIOJIb30BATh IIMPOKOBEIIATENbHbIE BOZMOKHOCTH 3JEKTPOHHON MOYTHI 332 UCKIIIOUEHUEM BBITyCKa
YMECTHBIX OOBSIBICHUH.

* HCIIOJIB30BaTh KOPIIOPATUBHYIO AIEKTPOHHYIO ITOYUTY JUIS OCIAHUM JIMYHOTO XapaKTepa.

o HEYKOCHHUTEIBHO COOJIIOJAaTh MpaBUia U MHCTPYKLUMHU M MOMOTaTh aJIMHHHCTpaTopaM OOpOTHCS C
HapyLIUTEISIMU PaBUIL.

8. [lopsinok padoThl CO CbeMHBIMH HOCHTEJSIMU HH(OpManuu.



8.1. Tlox wucnonp3oBanueM Hocutened uHpopmammu B HCII[An OpraHu3anuu MOHUMAeTCs HX
nonkiaoueHue Kk uH@pactpykrype WCIIAH ¢ uenpio oOpaboTKu, mpueMa/mepenadd HHPOpMALUU
MeX 1y HH(POPMAIIMOHHBIMHU CHUCTEMaMH U HOCUTENSIMU HH(GOpMaIUu.

8.2. Jlomyckaercs MCIOJIb30BAaHHME TOJIBKO YYTEHHBIX HOCHUTeNeH WHGOpMaIU, KOTOPbIE SBISIOTCS
coOcTBeHHOCTHI0 OpraHu3alny 1 MOABEPraloTCs PeryIsipHON PEBU3UH U KOHTPOJIIO.

8.3. Yder m BBIJAaUy CHEMHBIX HOCHTENEH WH(POPMALUU OCYIIECTBISET JIMIO, OTBETCTBEHHOE 3a
opranuzanuio o0pabOTKU MEepCOHANBHBIX JaHHBIX. PaKT BbAAYU HOCUTENS (PUKCUPYETCS B JKypHaJe
ydeTa MalllMHHBIX HOCUTENeH nHpopMaLuu.

8.4. Ecmu moctyn x MUCII/IH npou3BoAUTCS TP MTOMOIIN NIEPCOHATBHBIX uaeHTHGHKaTopoB (eToken,
Rutoken, ap.), To akt momydeHus W CAauM JAHHBIX HACHTU(UKATOPOB 00s3aTeIbHO (DUKCHpYyETCs
OTBETCTBEHHBIM 33 OPTaHU3ALUI0 00PaOOTKU MEPCOHANBHBIX JaHHBIX, B COOTBETCTBYIOIIUX KYpHAIaX.
8.5. Bo3MOXXHOCTH MOAKIIOUEHHUSI HOCUTENEH HHPOpMAIUK, a TAK)KE NOTyYeHUE YUYTCHHBIX HOCUTENeH
uHpopmanun npenocrapisitorca [lonb3oBarensiM MO WHUIMATHBE PYKOBOJUTENEH CTPYKTYPHBIX
IIOAPA3ACIICHUN B CIIydasX:

« HEOOXOIMMOCTH BBITIOJHEHHUSI BHOBb IIPUHATHIM pAaOOTHHUKOM CBOUX JOJDKHOCTHBIX O0SI3aHHOCTEH;

« BO3HUKHOBeHUs y [lonb3oBarens ciry:xe0HO HEOOXOIUMOCTH.

8.6. Ilpu ncnonp30BaHUM HOCUTENEH HH(OPMAITUU HEOOXOUMO:

e WCIIOJIb30BaTh HOCUTENM HH(OpPMAIMKM HUCKIIOUYUTEIHHO ISl BBIMOJHEHUS CBOHMX CIYKEOHBIX
00513aHHOCTEN;

o OEpexKHO OTHOCUTCS] K HOCUTEISIM MEPCOHATBHBIX TaHHBIX.

« o0ecrnieunBaTh GU3MUECKYIO 0€30MaCHOCTh HOCUTENIEeH HH(POPMAIIUN BCEMU Pa3yMHBIMU CIIOCOOAMH; ®
M3BEUIaTh OTBETCTBEHHOMY 3a OpPTraHM3alUI0 00pa0OTKM MEPCOHANBHBIX AAHHBIX O (DaKTax yTpaThl
(kpaxku) HOcUTeIeH HHPOPMAIIHH.

8.7. IIpu ucnonp30BaHUK HOCUTENEH NePCOHANBHBIX JAHHBIX 3aMPEIICHO:

« UCTIOJIB30BAaTh HOCUTEJH MEPCOHATBHBIX JAHHBIX B IMYHBIX LIEIISIX;

o TIEpEaBaTh HOCUTENN NEPCOHATBHBIX JAHHBIX APYTHM JHUIaM (32 UCKIIOUYCHHEM aJIMUHUCTPATOPOB);
+ XpaHUTb CHEMHBIE HOCUTEIH C TIEPCOHALHBIMY JAHHBIMU Ha pabOYUX CTOJaX, TMOO0 OCTaBIATh UX 0e3
MPUCMOTPA WJIH MEePEAaBaTh Ha XpaHEHUE IPYTHM JTUIAM;

« BBIHOCUTH ChEMHBIE HOCUTEIN C TIEPCOHAIBHBIMH TAHHBIMH U3 CITY’)KEOHBIX IMOMEIICHUN I paboThI
C HAMH Ha JIOMY U T. JI.

8.8. Jlroboe B3ammojeiicTBue (0OpaboTka, mnpuem/mepenadya HHPOPMAIUN) WHHUIIMHPOBAHHOE
[Tonp3oBareneM Mexay HH(OOPMAIMOHHONW CHUCTEMON M HEYYTEHHBIMM (JIMYHBIMH) HOCUTEIISIMHU
nHpOpMaINH, pacCMaTPUBAETCA KaK HECAHKIIMOHUPOBAHHOE (32 UCKIIIOUEHHEM CITy4aeB, OTOBOPEHHBIX
C aaMuUHHUCTpaTopamMu 3apanee). Mudopmaius 00 UCHOJB30BAaHUU TOJIH30BATEISIMU HOCHUTENEH
nH(popManuy B MHYOPMALMOHHBIX CUCTEMAaX MPOTOKOIMPYETCS U, IPU HEOOXOAUMOCTH, MOKET OBITH
IPEJOCTaBlIeHa PYKOBOAUTENSM CTPYKTYPHBIX MOApa3AeIeHUH, a Takxke JupeKkTopy OpraHu3aiuy.
8.9. B cnyudae BbiABIEHHsA (PAKTOB HECAHKIMOHHUPOBAHHOTO W/WIM HELENEBOT0 HCIOJIb30BaHUU
HOocHuTeNel HMH(OpMalMM WHULUUPYETCS clly>)keOHash IpoBepKa, MPOBOJMMAsi KOMHCCHEH, COCTaB
KOTOPOW OMpeeNnsieTcss OTBETCTBEHHBIM 3a OpraHU3alMi0 00paOOTKH TEepCOHAIbHBIX MaHHBIX. 1o
(bakTy BBIICHEHHBIX OOCTOSITEIBCTB COCTABIISIETCS AKT paccieloBaHMs HMHIMJCHTA M IepenaeTcs
PYKOBOJIUTEIIO CTPYKTYPHOTO TMOAPA3ACICHUS AJIsl IPUHATHUS MEP COTIACHO JIOKAJIbHBIM HOPMATHBHBIM
aktam OpraHu3anyy 1 IeHCTBYIOIEMY 3aKOHOIaTeNbCTBY PO.

8.10. Ilpm otTmpaBke wWiIM Tepeade MEepPCOHAJIbHBIX JAHHBIX aJpecaTaM Ha ChEMHBIE HOCUTEIU
3aIMCBIBAIOTCS TOJIBKO MpeIHA3HAYEHHBIE a/ipecaTaM JaHHbIE.

8.11. BbIHOC CheMHBIX HOCUTEIIEH MEPCOHABHBIX JAaHHBIX JIs HETIOCPEICTBEHHOH Mepeiaun ajpecary
OCYILIECTBIISIETCS TOJIBKO C MUChMEHHOIO pa3pelleHus pyKOBOAUTENS CTPYKTYPHOTO IOJIpa3esieHusl.
8.12. CbemMHbBIE HOCHUTENIM NMEPCOHAIBHBIX JAHHBIX, MPUIIEAIINE B HETOJAHOCTh, WU OTCIYKHBIINE
YCTAQHOBJICHHBII CpOK, TOJUIekKAaT YHUUTOXKCHHIO. YHHUYTOXKEHHE CHEMHBIX HOCHUTENEH ¢
NEPCOHAJBHBIMU  JaHHBIMH  OCYILECTBIIIETCS KOMHCCHEH, COCTaB KOTOpOH  ompenensercs



OTBETCTBEHHBIM 33 OpraHHU3AINI0 00paOOTKH MEPCOHANBHBIX NaHHBIX. [0 pe3ynpTaTamM yHHUUYTOKEHUS
HOCHTEJIE COCTABJISAETCS aKT.

8.13. B cnyuae yBOJIbHEHHMS WJIM TIepeBOAa pPAaOOTHHWKA B APYroe CTPYKTYPHOE IOJpa3fciiCHHE,
MIPEIOCTABIIEHHbIE HOCUTENIM IEPCOHAJBHBIX JAHHBIX M3BIMAIOTCS M JIEJAIOTCS COOTBETCTBYIOIINE
MMOMETKH B JKypHAJI€ y4eTa MAIIMHHBIX HOCUTEJIEH.

9. [IpaBa noJib30BaTeIsl.

9.1. UcnonwzoBare MCIIJIH Opranuzanuu i BBIIOJHEHUS JODKHOCTHBIX OOs3aHHOCTEH. 9.2.
OOpamiatbcss K OTBETCTBEHHOMY 3a OpraHH3aluio 00pabOTKM MEpPCOHAJbHBIX JaHHBIX IS
KOHCYJIbTAIIM 110 MOBOAY MCIOJIb30BaHUs MporpaMmHoro odecrieuenus u APM, Borpocam o0paboTku
MEPCOHAJIbHBIX TAHHBIX.

9.3. HanpaBnsaTh NpEUIOKEHUS IO YCTAHOBKE HOBBIX BEPCHUN CYIIECTBYIOIIETO MPOrPAMMHOTO
obecrieueHus (¢ 000CHOBaHHEM HEOOXOIMMOCTH 3aMEHBI CTapbIX BEPCUI Ha HOBHIE).

9.4. HanpaBisaTh npeuioKeHusl 10 MOAEPHU3AUMU IPOrPaMMHOT0 o0ecreueHus, pa3padaTbiBaeéMoro B
Opranuzaiuu WM 1o 3aKa3y opraHu3aluu.

9.5. HampaBmsiTh Mpeaio’keHUsl 0 YCTAHOBKE HOBOTO (2 TaKXkKe JIOTOJHUTEILHOTO) MPOTrPAMMHOTO
oOecniedeHus (C yKka3aHUEM LIeJU UCTIOIb30BAHMS, TPEUMYILIECTB Mepe]] CYIIECTBYIOIIMMH aHATIOTaMH).
9.6. HampaBnate npeyioxenus mo MmoaepHuzanuu APM (3ameHbl Ha HOBbIE aHAJIOTH), ¢ 00s3aTEIbHBIM
000CHOBaHHEM 3aMEHBI U YKa3aHUEM TPEUMYIIECTB TIepe]] CYIICCTBYIOMUMHU aHAIOTaMHU.

9.7. Tlomy4aTh KOHCYJIBTALIUUA W PA3BSICHCHHUS IO HOPMATHUBHBIM JOKYMEHTAM, PETIAMEHTHUPYIOIUM
paboTy ¢ mepcoHaNbHBIMU JaHHBIMU OpraHu3aluu.

10. OTBEeTCTBEHHOCTD.

10.1. ITonp3oBarenb HECET MEPCOHAIBHYIO OTBETCTBEHHOCTH 3a CBOM JEHCTBUS WUIU Oe3leicTBuE,
KOTOpBhIE MOTYT IOBJICYb 3a COOOW pasriallieHHue MEepPCOHATBHBIX JAHHBIX, a TAK)KE 3a HapYIICHUC
HopMaibHoro ¢yukiuonupoanus UCIT/Ix unym ux oTaeIbHBIX KOMIIOHEHTOB, HECAHKIIMOHUPOBAHHBIH
JOCTYM K UH(OpMaIMK B COOTBETCTBHE C 3aKOHOAaTeIbCTBOM Poccuiickoii denepanyiu U JTOKaIbHBIMU
HOPMATUBHBIMHU akTamMu OpraHu3aiui.



